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Once upon atime, not so long ago,
in the heart of Barcelona, Spain...

Setting my backpack down to help my wife...




And in that backpack was...

... and numerous bits & pieces
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#Whét was not lost?

My/our hide

Passport

Money

Travel documents

Private or sensitive information on computer*
Clothes, etc.

* RoboForm & TrueCrypt used
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IncicTéhce of Stolen Lapt&Es

* %% million laptops are stolen or lost each year (2 million?)
— 2-3% of those stolen are recovered
* 1,200/week lost or stolen at LAX with 33% recovered

* Vulnerable locations?
— Wherever tourists congregate
— Airports (especially going through security)
— Large cities (London, New York, Paris, Rome, etc.)

« Various horror stories: [}l [l ) @ € cClick here
* See the FTC for advice on keeping laptops safe [}l


http://www.ftc.gov/bcp/edu/pubs/consumer/tech/tec03.pdf
http://www.forbes.com/2006/09/06/laptops-hall-of-shame-cx_res_0907laptops.html
http://www.networkworld.com/community/node/29371
http://www.pennlive.com/midstate/index.ssf/2010/11/laptops_stolen_from_mechanicsb.html
http://www.laptoptheft.org/

Theft Preventlon—Laptop

* Treat your laptop like cash on the table

* Do not put in checked baggage
* Watch very carefully going through airport security
— “Sorry, | thought it was mine; they all look alike!”

— Put name, address & phone number in battery
compartment



Theft Preventlon—Baggage
Place critical items (passport, credit cards, money, etc.) in
cabled pouch

Do not set easily carried baggage on the ground
Watch for distractions

— Someone asking directions

— An argument or fight

Have photos of bags, backpack, credit cards, passports, etc.
in cabled pouch and/or on encrypted thumb drive
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Aétiohs to Take ASAP -

* Notify local authorities of theft
— Have the make, model & serial number available
* Notify front desk if in hotel
e Cancel credit cards (if appropriate)
* Contact U.S. embassy or consulate for passport
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a"cé‘r Actions to Take

 Make insurance claim
— Police report
— For each item: make, model, serial number & value
— Receipts

* Notify computer manufacturer

* Replace stolen items

« Reconfigure replacement laptop (Belarc Advisor [i})
* Recover data from backup


http://www.belarc.com/free_download.html

Com puter Recovery Softwa re

* Prey (free)
 LoJack for Computers ($39.99 to $109.99) [

« GadgetTrak ($34.95 to $199.95) [
* Laptop Cop ($49.94 to $99.95) [


http://preyproject.com/
http://www.gadgettrak.com/
http://www.webuser.co.uk/products/software-reviews/other/26684/1/laptop-cop
http://store.lojackforlaptops.com/store/absolute/en_US/html/pbPage.bogo/ThemeID.20245600?resid=TPkdwAoBAlYAAHCz7VwAAAAm&rests=1291394497054

From: http://control.preyproject.com/devices
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Sony-Laptop

Missing - Sending new reports every 20 minutes.




Securlng Your Laptop

* Encrypt sensitive and private information
— TrueCrypt and Portable TrueCrypt (free) il
— Cryptainer (free and $29.95+) [}
* Password managers
— RoboForm ($29.95 & $9.95) [l
— LastPass (free) il
* Password protect all user accounts

* Have only one user account for Administrator, all others as
Standard user


http://www.truecrypt.org/
http://www.cypherix.com/cryptainerle/
http://www.roboform.com/
http://lastpass.com/

Portable TrueCrypt

Encrypted data and application on a thumb drive [i}i
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TRAVELDEIVE (M:) » TrueCrypt
B
Burn Mew folder
Marne Date modified Type Size
| | GARBAGE 11/23/20109:16 AM  File 2097152 KB
E TrueCrypt Format.exe 3/13/2010 6:05 AM Application 1,526 KB
E TrueCrypt.exe 3/12/2010 6:05 AM  Application 1383 KE
|%| truecrypt.sys 3/13/2010 6:05 AM System file 219 KB

|%) truecrypt-x64.sys 3/12/2010 6:05 AM  System file 27 KE


http://www.truecrypt.org/docs/?s=truecrypt-portable
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ntly Next Time?
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Differe

 Computer—maybe...

— something more robust then Prey?

— one non-administrator user without password?
* Backpack—not place on ground; leave on back or in hand
* No paper copies of credit cards or important documents

* Thumb drive with Portable TrueCrypt & important
documents in cabled pouch



In conclusion...

Take thoughtful, prudent preventative action

Keep FUD In perspective

Avoid paranoia

Thanks for listening!



